
Managing the threat from corrupt ‘insiders’ – Guidance from the Centre for the Protection of the 
National Infrastructure (CPNI) 

 
The Threat from Corrupt Insiders 
The UK Anti-Corruption Plan (2014) highlighted that corrupt insiders are known to be used by 
organised criminals to carry out their crimes.   Tackling organised crime, therefore requires 
organisations to have measures in place to guard against the risks from those who corruptly abuse 
their position inside an organisation.  As well as organised criminals, corrupt insiders are also used by 
others such as terrorists or competitors seeking a business advantage to advance their aims.  
 
Managing the Threat 
The Centre for the Protection of National Infrastructure (CPNI) has carried out extensive research in 
this area and we would like to take this opportunity to raise awareness of the CPNI guidance, advice 
and tools available to help organisations reduce their vulnerability to the insider threat and mitigate 
the risks from well place insiders.   
 
CPNI has identified five main types of insider activity: unauthorised disclosure of sensitive 
information; process corruption; facilitation of third party access to an organisation’s assets; physical 
sabotage; and electronic or IT sabotage.  Weaknesses in effective protective security and 
management processes allow insiders to circumvent controls and exploit those weaknesses.   

As a good starting point, below is a recommended journey of the tools available which illustrates the 
risk elements and the relevant products.  Further detail can be found on the CPNI website: 
http://www.cpni.gov.uk/advice/Personnel-security1/ 
 
Understanding the threat and risk 

 Holistic Management of Employee Risk (HoMER): this guidance sets out the principles, 
policies and procedures necessary for managing the risk of an employees’ behaviour 
damaging an organisation. The guidance can be found at: 
http://www.cpni.gov.uk/advice/Personnel-security1/homer/ 

 Personnel security risk assessment: this guidance aims to help Security and Human 
Resource Managers conduct personnel security risk assessments in a way that balances 
pragmatism with rigour, prioritises the insider risks to an organisation, identifies appropriate 
counter measures and allocates resources in a way that is cost effective and commensurate 
with the level of risk. This guidance can be found at: 
http://www.cpni.gov.uk/advice/Personnel-Security1/risk-assessment 

 Insider Threat Study: this is a programme of CPNI research into the insider threat.  It 
includes analysis of past insider cases, identifies common themes amongst individuals and 
organisations involved and measures to counter the threat. The guidance can be found at: 
http://www.cpni.gov.uk/documents/publications/2013/2013003-
insider_data_collection_study.pdf?epslanguage=en-gb 

 
 
Robust Entry Processes 

 Pre-employment screening guidance and document verification: Pre-employment 
screening is the foundation of good personnel security. It seeks to verify the credentials of 
those you are seeking to grant access to sites and information, and to check that they meet 
preconditions of employment (e.g. that they are legally permitted to take up an offer of 
employment).  Pre-employment screening can be used to confirm an applicant’s identity, 
nationality and immigration status, and to verify their declared skills and employment 
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history. It may also raise concerns about the integrity and reliability of an applicant.  The 
guidance can be found at: http://www.cpni.gov.uk/advice/Personnel-security1/Screening/ 

 
Maintaining Security 

 Security Culture Survey Tool (SeCuRE 3): This helps organisations examine their existing 
security culture and identify where and why it might need to change. It can be used to assess 
whether the right mix of mechanisms are in place to deliver the security response desired by 
the organisation. The guidance can be found at: http://www.cpni.gov.uk/advice/Personnel-
security1/Security-culture/ 

 On-going Personnel Security: this guidance aims to provide advice relating to the 
management of personnel security issues within an existing workforce. The guidance can be 
found at: www.cpni.gov.uk/advice/Personnel-security1/Ongoing-measures/  

 Contract Staff Guidance: Contractors do not always have the same vetting/personnel 
security measures.  This provides good practice in the secure use of contractors. The 
guidance can be found at: http://www.cpni.gov.uk/advice/Personnel-security1/Contract-
staff/ 
 

Staff Awareness 

 Communicating Personnel Security Messages: There are six short animated films to 
promote personnel security. The films can be uploaded onto internal communication system 
and used in whatever way best suits the business, e.g. on training courses or as a reminder 
on the front page of the internal security website page. Each film is an introduction to a key 
personnel security message. The guidance can be found at: 
http://www.cpni.gov.uk/documents/publications/2013/20130416communicating-
personnel-ecurity-messages.pdf?epslanguage=en-gb 

 Staff Vigilance campaign and guidance: How employees behave is a key indicator of the 
organisation’s attitude to security. Vigilant security behaviour – such as showing awareness 
of one’s surroundings or engaging with strangers – will show any hostile individual watching 
that it’s not just security guards and CCTV they need to worry about. Alert employees are 
just as likely to spot suspicious activity and report it. The guidance can be found at: 
http://www.cpni.gov.uk/advice/Personnel-security1/Employee-vigilance/ 

 
 
 
If you are interested in using these tools in your organisation, please do not hesitate to contact me 
and I can help liaise with CPNI to establish what the best tools are for your organisation. 
 
Conchita Castro 
Home Office / Anti-Corruption Policy Team  
Conchita.Castro1@homeoffice.x.gsi.gov.uk 
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